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ASOP Global is a nonprofit organization headquartered in Washington, D.C. with projects in the U.S., 
Canada, Europe, India and Asia.  ASOP Global is dedicated to protecting consumers around the world, 

ensuring safe access to medications, and combating illegal online drug sellers and counterfeit medicines.
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Americans Don’t Understand the Risks

45% of Americans erroneously believe 

all websites offering healthcare 
services/prescription medications to 
Americans via the internet have been 
approved by the FDA or state regulators. 

This misconception is even higher (59%) 
among those who have previously 
purchased prescription medicines online. 
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Americans Don’t Understand the Risks

72% of Americans believe 

verified, safe websites selling 

prescription medications 

should appear first in search 

results or be clearly identified 

as legitimate.
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Americans are Willing to Risk Safety

Cheap Meds!

No prescription!
Ship worldwide!

Cheap Meds!

No prescription!

Ship worldwide!

• 1 in 4 Americans say they would accept higher risk 
when purchasing medicine online if it meant increased 
convenience and savings.

• 46% of Americans would be open to purchasing 
prescription medicines from an online source not 
sanctioned by a FDA or a state Board of Pharmacy if 
it increased their access, decreased their cost, and 
provided convenience to more medicines.



Americans’ Exposure to Harm is Increasing

38% are familiar with an event where someone received a substandard or 

counterfeit prescription medication from an online source.

9 % increase from 2020.  
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The Consumer Internet Experience: Search, Social, Online Marketplaces



Websites
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Robert Jodoin imported controlled substances (fentanyl, 
methamphetamine and ketamine) from outside the U.S. to sell 

on his website primalvisions.net

Multiple overdose victims around the country identified the 
website as their drug source.



Websites
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A San Francisco couple used a pill press to stamp at least 13,000 
pills counterfeit pills containing fentanyl to look like genuine 
oxycodone and sell to buyers around the US. 

The pills were sold online for bitcoin, shipped out of the local 
post office, and once payment was received, the cryptocurrency 
was then converted to cash through unlicensed bitcoin brokers.



Websites
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Websites
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ENOM, INC.

securechemicalstore.com

GODADDY.COM, LLC

drugs4saleltd.com

NAMECHEAP INC,
intlmedshop.com

NAMESILO, LLC
guaranteepharmacy.comIllegal actors use  

companies with U.S. 
nexus to operate 
these websites



Social Media
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“Drug dealers who market and sell counterfeit pills via online marketplace and 
social media platforms may think they can hide behind technology and are absolved 
from responsibility, but they are not. While our actions can’t bring back a loved one, 
we hope that we can save other lives by putting these individuals behind bars so 
they can’t continue to distribute dangerous opioids in the community.”



Social Media
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Charlie had purchased a Percocet online 
because his back was hurting. But it wasn’t 
real. It was a “fentapill.” We think Charlie 
took the pill around 3pm and died within 30 
minutes. He never had a chance.

“A drug dealer connected with him on 
Snapchat and gave him fentanyl (sic) laced 
Xanax or Percocet (toxicology will tell) and he 
overdosed in his room. They do this because it 
hooks people even more and is good for 
business but it causes overdose and the kids 
don’t know what they are taking.”

Charlie Ternan

Sammy Chapman
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Social Media
“You can find drugs on any app, like Facebook, Instagram, or 
TikTok.” 

"Snapchat could easily be identifying these accounts and 
contacting law enforcement“ 

“waiting on Snapchat to turn over what they have on accounts can 
take up to six weeks with a warrant and who knows how many 
people will overdose from those drugs hitting the streets in the 
meantime”

Arizona High Intensity Drug Trafficking 
Area Taskforce devotes 30% of its time 
to Snapchat surveillance. 

$3 Million cash seized in the last three 
years on just those cases alone. 

https://www.azhidta.org/
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Key Applicable Laws

Federal Laws

• Federal Food, Drug & Cosmetic Act

• Controlled Substances Act, including 
the Ryan Haight Act

• Customs & Border Patrol laws 

State Laws 

• Board of Pharmacy regulations 
regarding licensure and internet 
pharmacy practice

• Medical Board regulations 
regarding licensure, standards of 
care, and telemedicine

• State controlled substance 
authorities

Laws have not kept up 
with criminal behavior 
and patient risk
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SOLUTIONS: Supply-Side
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SOLUTIONS: Demand-Side
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SOLUTIONS: Demand-Side

http://www.fda.gov/Drugs/ResourcesForYou/Consumers/BuyingUsingMedicineSafely/BuyingMedicinesOvertheInternet/BeSafeRxKnowYourOnlinePharmacy/


www.BuySafeRx.pharmacy 

www.ASOPFoundation.pharmacy

SOLUTIONS: Demand-Side
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TAKEAWAY: What Can State Regulators Do?

1.Work with Congress on New Federal Laws 

1. Illegal websites → Domain Reform for Unlawful Drug Sellers (DRUGS) 
Act (S. 3399 / H.R. 6352)

• Go to www.BuySafeRx.Pharmacy to send a letter to your members of Congress

• Support DEA permanently authorizing and regulating legal telemedicine involving 
controlled substances → DEA regulations under the Ryan Haight Act

2. Social media accountability → See Something, Say Something Act (S. 
27); Section 230 Reform

3. Online marketplace transparency → INFORM Consumers (S.936); 
SHOP SAFE (H.R. 3429)

http://www.buysaferx.pharmacy/
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TAKEAWAY: What Can State Regulators Do?

2. Update Your Own State Laws & Regulations 

• Distinguish between legal telemedicine vs. illegal online drug sales 
in regulation

• Require entities dispensing medicine in your state to be 
accredited by NABP’s .Pharmacy Program or other trusted party 

3. Support Public Awareness & Education

• Educate your colleagues and community 
Articles, fact-sheets, infographics available from ASOP Global and NABP

• Tell your trade association and/or me that you’d like to help



Where to Get More Information

For Policy Solutions: www.BuySafeRx.Pharmacy

For Provider Tools & Research: www.ASOPfoundation.Pharmacy

For Regulator Education: www.NABP.Pharmacy
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http://www.buysaferx.pharmacy/
http://www.asopfoundation.pharmacy/
http://www.nabp.pharmacy/


Libby Baney

Partner, Faegre Drinker LLP

Libby.Baney@FaegreDrinker.com

Direct: #202-312-7434
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Thank You!

mailto:Libby.Baney@FaegreDrinker.com

